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Abstract— For most people on the ground, facing an un-
wanted drone buzzing around overhead, there is not a lot
that we can do, especially if it is out of gun (radio wave
gun or shotgun) range. A solution to this is to use intercept
drones that seek out and bring down other drones. In order
to make the interception autonomous, an image-based visual
servo algorithm is designed with a forward-looking monocular
camera. The control command, namely the angular velocity and
thrust, is generated for intercept drones to implement accurate
and fast interception. The proposed method is demonstrated in
both hardware-in-the-loop simulation and demonstrative flight
experiments.

I. INTRODUCTION

Micro-small drones in low-altitude airspace have been
widely used in the fields of search-and-rescue work, remote
sensing, aerial photography, surveillance, and especially in
military applications [1]. However, some prohibited or hostile
drones may enter into no-fly zones such as airports, nuclear
power plants, and populated areas [2]. What can be done is
limited, especially if it is out of an anti-drone device (radio
wave gun or shotgun or GPS interference [3], [4] or Laser
weapon [5], [6], [7]) range. Even if the intruder drones are
nearby, shooting or interference will also cause the secondary
hazards as the debris will fall down to hit the people on
the ground [8] or disturb other aircrafts, especially those at
the airport. A solution to this problem is to use intercept
drones that seek out and bring down other drones by the net
gun [9]. Such interceptions by multicopters were reported
based on the operation by one or two remote pilots on the
ground. However, this method is difficult to extend as it
will put too much workload on remote pilots. Therefore, an
intercept quadcopter should be with the abilities of autonomy
and aggressive maneuver so that it can catch intruders fast
without too much workload on remote pilots.

This interception problem is a kind of pursuit-evasion
problem [10]. Different from traditional ”one-sided search”
and ”adversarial search” methods, our approach aims to
perform the interception autonomously once the intruder is
detected. Therefore, an Image-Based Visual Servo (IBVS)
algorithm is designed with a forward-looking monocular
camera on an intercept quadcopter. Visual servo control
methods can be divided into two main categories, including
IBVS [11] and Position-based Visual Servo (PBVS) [12].
IBVS control consists of a feedback signal that is composed
of pure image space information (i.e., the control objective
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Fig. 1. A demonstrative interception process.

is defined in terms of an image pixel error). IBVS is more
likely to keep the intruder in the field of view during the
whole interception process than PBVS, because its feedback
is directly obtained from the image without transferring
the image-space measurement to another space. By PBVS,
two cameras on an interceptor are required theoretically.
However, in practice, the baseline distance of two cameras
is too short to detect the size accurately and robustly. By
contrast, the intruders’ size is not necessary for IBVS,
which makes the detection result accurately and robustly.
As far as we know, the applications of IBVS algorithms
often focus on fixed/slow target approaching [13], [14], or
following [15] with down-looking cameras. The challenges
also contributions here are in the following.

1) An IBVS model with a forward-looking monocular
camera mounted on a quadcopter has to be established
first, where the underactuated characteristics of motion
of the quadcopter are combined with the Jacobian
matrix related to the derivative of the image space mea-
surements to the camera’s linear and angular velocities.

2) Based on the established model, an attitude controller
rather than a velocity controller is designed for fast
target approaching. The effectiveness of the proposed
controller is analyzed.

Fig. 1 depicts the interception process. Once an intruder
enters the field of view of the monocular camera mounted on
the interceptor, the intruder will be automatically identified.
When the operator confirms the intruder, the interceptor will
intercept it immediately. To demonstrate the effectiveness,
Hardware-in-the-Loop (HIL) simulation with Pixhawk and
AirSim platform [16] and outdoor flight experiments are
performed.

The paper is organized as follows: in Sec. II, a brief
summary of the assumptions and problems is proposed for
leading the following investigation. In Sec. III, the visual

2020 IEEE International Conference on Robotics and Automation (ICRA)
31 May - 31 August, 2020. Paris, France

978-1-7281-7395-5/20/$31.00 ©2020 IEEE 2230

Authorized licensed use limited to: BEIHANG UNIVERSITY. Downloaded on September 25,2020 at 07:10:29 UTC from IEEE Xplore.  Restrictions apply. 



Fig. 2. Relationship among coordinate systems. oe− xeyeze is the inertial
coordinate system {e}, ob−xbybzb is the body coordinate system {b}, and
the conversion from {b} to {e} is Re

b, t
e
b. oc−xcyczc is the camera coordinate

system {c}, and the conversion from {c} to {b} is Rb
c , tb

c . oi − xiyi is
the image coordinate system {i}. The coordinate of the intruder in the
coordinate system {e} is ept , and the interceptor is epi.

servo model and visual servo control are proposed and
proved theoretically. Then a HIL simulation and a demon-
strative experiment are shown in Sec. IV. This paper draws
conclusions in Sec. V.

II. PROBLEM FORMULATION

In this paper, we will design an IBVS based controller
for the interceptor. The interceptor will work in a range that
is neither too far nor too close to the intruder so that the
mounted net gun can shoot to capture the intruder. To set
a shooting distance, we need to use the coverage rate (the
default value is 50%) of the intruder in picture. In this paper,
we chose a multicopter as the interceptor, which is modeled
as a rigid body with forces and torques only from the rotors
and gravity. The relationship among the coordinate systems
{e}, {b}, {c}, and {i} is shown in Fig. 2.

According to [17], a simplified multicopter dynamics
model is used:

• horizontal position channel model

ep̈h =−gAψ Θh (1)

• height channel model

e p̈z = g− f
m

cosθ (2)

• attitude model
Θ̇ = b

ω (3)

where eph =
[ e px

e py
]T and e pz are the horizontal and

vertical position of the interceptor under the inertial system,
respectively; Θ =

[
φ θ ψ

]T ∈ R3 (Θh =
[

φ θ
]T
)

and bω ∈ R3 are Euler angles and the angular velocity the

body coordinate system respectively;

Rψ =

[
cosψ −sinψ

sinψ cosψ

]
, Aψ = Rψ

[
0 1
−1 0

]
;

τ =
[

τx τy τz
]T ∈R3 represents the torque generated by

propellers, and f is the total thrust generated by propellers.
To simplify the design, two assumptions are made in the

following.
Assumption 1. The origin of the camera coordinate sys-

tem is aligned with the origin of the body coordinate system.
In other words, their displacement tb

c = 0 and the rotation
matrix is

Rb
c =

 0 0 1
1 0 0
0 1 0

 . (4)

Assumption 2. The visual tracking module of the inter-
ceptor is able to accurately capture the intruder’s central
coordinate

(
ix,i y

)
from images in real-time.

Remark 1. The camera we used in this paper is mounted
looking forward. So, the optical axis is in the same direction
as the multicopter head. As shown in Fig. 2, Rb

c in the form
(4) holds. With it, we have

bv = Rb
c · cv

b
ω = Rb

c · cω.

We set the camera’s optical center as the origin to establish
the body coordinate system, so tb

c = 0. In this case, the
convergence center of the feature point is the origin oi of
the image coordinate system.

Remark 2. In the experimental section, we will show the
network we designed can perform reliable tracking in 20Hz.
The image tracking error e in the image is defined as

e =
[

ex
ey

]
,

[ ix− ixo
iy− iyo

]
(5)

where
(

ixo,
i yo
)

is a fixed point in the image called the con-
vergence point of image. Based on Assumption 1,

(
ixo,

i yo
)

is aligned with oi.
Based on Assumptions 1,2, the Interception Control

Problem is stated in the following.
Interception Control Problem. Under Assumptions 1,2,

we suppose that the state information of the multicopter can
be accessible by the Inertial Measurement Unit (IMU), while
the positions of intruder and interceptor in the inertial system
are unknown. For the interceptor model (1), (2) and (3),
design controllers for f , bω such that the image tracking
error converges to zero, and the interceptor multicopter
approaches a given intruder, i.e., e→ 0, d → 0. Here, the
distance between the interceptor and the intruder is defined
as d = ‖epi− ept‖.

III. INTERCEPTION CONTROL OF MULTICOPTER WITH
IBVS

No matter which kind of method is used (IBVS, PBVS,
or homography-based visual servo control), it is supposed to
calculate desired linear velocity and angular velocity (six
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control variables) through the motion of image features.
However, a multicopter is an underactuated system, which
has six degrees of freedom controlled by four control vari-
ables, namely three-axis angular velocities bω and one thrust
f . Therefore, the six degrees of freedom of multicopter is
coupled. Here is the obstacle while using IBVS. In this
section, an IBVS model with a forward-looking monocular
camera mounted on a multicopter is established first with
a longitudinal channel model and a lateral channel model
derived. Then, based on the two obtained models, the con-
trollers are designed separately.

A. Visual servo model

The relationship between the camera coordinate system
and the image coordinate system is described in Fig. 2.
Visual servo-based solutions aim to reduce image tracking
error. In IBVS, s =

[
ix iy

]T is the center of the intruder
in the image. In order to design a velocity controller, the
relationship between s and camera velocity cv needs to be
obtained. According to the basic equation of IBVS [18], the
relationship between ṡ and cv is

ṡ = Ls
cṽ (6)

where Ls ∈ R2×6 is called the Jacobi matrix in the form as

Ls =

[
− 1

cz 0
ix
cz

ixiy −(1+ ix2) iy

0 − 1
cz

iy
cz 1+ iy2 −ixiy −ix

]
(7)

and cz is the distance between the center of the in-
truder and the optical center along the optical axis; cṽ =[

cvT cωT
]T with cv =

[ cvx
cvy

cvz
]T and cω =[ cωx

cωy
cωz

]T
.

Because the multicopter is an underactuated system, the
six variables are not independent of each other, and there are
only four free variables. In order to simplify the calculation,
we eliminate some unimportant variables. Equation (6) is de-
composed into the horizontal and vertical directions. Accord-
ing to equation (5), e =

[
ix iy

]T, and ė =
[

iẋ iẏ
]T.

• In the xc-zc plane, the three degrees of freedom are
cvx,

cvz,
cωy with cvy = 0,cωx = 0. Equation (6) becomes

ėx =−
cvx
cz

+
ixcvz

cz
−
(

1+ ix2
)

c
ωy. (8)

• In the yc-zc plane, the three degrees of freedom are
cvy,

cvz,
cωx with cvx = 0,cωy = 0. Equation (6) becomes

ėy =−
cvy
cz

+
iycvz

cz
+
(

1+ iy2
)

c
ωx. (9)

From (8) and (9), the decomposed Jacobian equation can
be combined as

ė = Le
cv∗,

Le =

[
− 1

cz 0
ix
cz 0 −(1+ ix2)

0 − 1
cz

iy
cz 1+ iy2 0

]
(10)

where cv∗ =
[ cvx

cvy
cvz

cωx
cωy

]T refers to the
relative velocities in the camera coordinate system.

Combining Equation (2), (3) and (9), we get the longitu-
dinal channel model as

ev̇z = g− f
m cosθ

θ̇ = cωx

ėy =−
cvy
cz +

iycvz
cz +

(
1+ iy2

)
cωx.

(11)

Combining Equation (1), (3) and (9), we get the lateral
channel model as

ev̇h =−gAψ Θh

Θ̇h =

[ cωz
cωy

]
ėx =−

cvx
cz +

ixcvz
cz −

(
1+ ix2

)
cωy.

(12)

Based on the two models obtained, we can restate the
Interception Control Problem. It can be divided into the
following two sub-problems.

Problem 1 (Longitudinal channel controller design). For
the longitudinal channel model (11), design a controller for
f ,c ωx, such that the vertical image tracking error converges
to zero and the multicopter approaches the target, i.e., ey→ 0,
d→ 0.

Problem 2 (Lateral channel controller design). For the
lateral channel model (12), design a lateral channel controller
for
[ cωz

cωy
]T, such that the horizontal image tracking

error converges to zero and the multicopter approaches the
target, i.e., ex→ 0.

B. Visual servo control

1) Longitudinal channel controller design: For
Problem 1, we design a controller for the longitudinal
channel model (11). First, as for (9), taking cvy and cωx as
the control input, the controller is designed as

cvy = k1ey,
c
ωx =−k2ey. (13)

With them, Equation (9) becomes

ėy =−λ1ey (14)

where
λ1 = (

k1
cz
−

cvz
cz

+ k2(1+ ey
2)).

In order to make λ1 > 0, we have k1 >
cvz. In other words,

if k1 is chosen sufficiently large, namely k1 > max(cvz), then
λ1 > 0. The parameter k2 is another parameter to reduce the
image tracking error component ey by controlling the pitch
angle. Then, we can ensure that ey → 0. In the following,
based on (12), taking k1ey as the desired velocity, we design
the thrust as

f =
m

cosθ
(k4(

cvy− k1ey)+g) (15)

where k4 is a proportional parameter for controlling cvy to
reach the desired speed.

Furthermore, we hope the interceptor approaching the
intruder (d→ 0) so the pitch should have a component (head
down) to make cvz > 0. Here, we design

c
ωx =−k2ey− k3eθ (16)

2232

Authorized licensed use limited to: BEIHANG UNIVERSITY. Downloaded on September 25,2020 at 07:10:29 UTC from IEEE Xplore.  Restrictions apply. 



θd = max
{

θth,arctan
(

ey

foc

)}
(17)

where foc is the focal length; eθ = θ −θd is the pitch angle
error; θd is designed to make the interceptor point at the
intruder; θth < 0 is the threshold of the pitch angle, ensuring
that the interceptor is flying towards the intruder; k3 is a
proportional parameter for pitch angle tracking θd . If k3 is
increased, then the interceptor can track the desired pitch
angle fast. Combined with the Equations (15) and (16), the
longitudinal channel controller is obtained.

2) Lateral channel controller design: Similarly, for
Problem 2, we design the controller for the lateral channel
model (12). Since the change in the roll angle causes a
dramatic change in image, it is expected that the roll angle φ

is zero. According to Equation (12), we can obtain cv̇x = gφ .
When the roll angle φ is nearly zero, cv̇x is near to zero as
well. In order to keep the roll angle near to zero, let φd = 0,
the controller is designed as

c
ωz = k6 (φ −φd) (18)

where k6 is a proportional parameter of roll angle error.
The proportional control of ex is designed to get cωy,

which is
c
ωy = k5ex. (19)

Therefore, Equation (8) is simplified as

ėx =−λ2ex (20)

where

λ2 = (−
cvz
cz

+ k5(1+ ex
2)).

In order to make λ2 > 0, we have k5 >
cvz

cz(1+ex2)
. That

is, if k5 is chosen sufficiently large and the distance cz is
not too small, then λ2 > 0. We can ensure that ex → 0.
Combined with the Equations (18) and (19), the lateral
channel controller is obtained.

Mathematically, under Assumptions 1–2, suppose that the
interceptor model is given by (1), (2) and (3), and visual
servo model is got by Equation (10). Then, if the final
controller is designed as

bω = Rb
c

 −k2ey− k3 (θ −θd)
k5ex

k6 (φ −φd)


f = m

cosθ
(k4 (

cvy− k1ey)+g)

(21)

where ki > 0, i = 1,2, · · · ,6 are control gains, the image
tracking error will converge to zero, and the interceptor will
approach the intruder.

The analysis can be made through a Lyapunov function.
A Lyapunov candidate is selected as

L = 1
2

(
eTe+ e2

θ
+d2

)
= 1

2

((
1+

cz2

f 2
oc

)
e2

x +
(

1+
cz2

f 2
oc

)
e2

y + e2
θ
+ cz2

)
≥ 0.

(22)

Fig. 3. HIL simulation data flow. The simulation environment runs on a
computer (Computer 1), and the IBVS control algorithm runs on another
computer (Computer 2), which exchanges data via ROS. The Pixhawk
autopilot in the offboard mode will receive the control from Computer 2 and
output the PWM control signal for motors. In the simulation environment,
AirSim is responsible for receiving various sensor signals from the Pixhawk
and forwarding them to IP1:Port. The signal is broadcasted to the port of
Computer 2 via ”mavproxy” and reaches the IBVS controller in Computer
2 via ”mavros”. On the other hand, the first-person-view of the drone can
be obtained from the simulation environment for the IBVS controller.

Its time derivative can be calculated by

L̇ =
(

1+
cz2

f 2
oc

)
exėx +

(
1+

cz2

f 2
oc

)
eyėy +

(
e2

x+e2
y

f 2
oc

+1
)

czcż

+eθ ėθ

=−λ1

(
1+

cz2

f 2
oc

)
e2

y−λ2

(
1+

cz2

f 2
oc

)
e2

x− k3e2
θ

−
(

e2
x+e2

y
f 2
oc

+1
)

cvz
cz−

(
k3
(
1+ e2

y
)(

1+
cz2

f 2
oc

)
+ k2

)
eyeθ

≤ 0
(23)

where the interceptor flying to the intruder and keeping the
intruder in the field of view ensure that cvz > 0 and cz > 0.
The design of θd according to Equation (17) can guarantee
eyeθ ≥ 0.

Consequently, it can be claimed that each error converges
to zero asymptotically. It follows that the interception can be
guaranteed.

IV. SIMULATION AND EXPERIMENT

A. HIL simulation experiment

In the HIL simulation experiment, the AirSim simulation
platform is adopted, and the hardware is a Pixhawk autopilot.
The intruder in the simulation scene is set to be a rigid body
that can move arbitrarily. We extract the coordinates of the
intruder centroid in the image. In HIL mode, the interceptor
multicopter in the simulation scene is under the control of
the designed visual servo control algorithm. We set up three
sets of experiments with intruder speeds at 0, 5m/s, and
10m/s. The parameter setting is shown in Table I, where
the attitude angle unit is rad. In the three experiments, the
start position of the interceptor and the start position of the
intruder does not change. At speeds 5m/s and 10m/s, the
two intruders move along vectors (−2,−1,3) and (1,1,1)
respectively. The interceptor intercepts at speed up to 15m/s.
Three experiments show that the intruders are all intercepted
successfully. The stability of the attitude controller with
IBVS under high maneuvering is demonstrated.
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TABLE I
PARAMETER SETTING OF THE CONTROL ALGORITHM

Parameter k1 k2 k3 k4 k5 k6 θd φd

Value 0.02 0.01 3 3 0.01 5 0.3 0

Fig. 4. The image tracking error with time and error walking in image in
HIL experiment

That the image tracking error changes with time and that
the error walking in the image plane are shown in Fig. 4.
The trajectories of the intruder and the interceptor are shown
in Fig. 5. It can be observed that the error always tends to
converge to zero. The tracking error is confined within the
image plane. When the intruder moves with uniform motion
in a straight line, the interceptor’s trajectory is smooth. As
shown in Fig. 6, the simulation experiment is also performed
for the multicopter as an intruder.

B. Flight experiment

HIL simulation experiments show that the feasibility of
onboard processing. Compared with software-in-the-loop,
HIL simulation verifies the correctness of the algorithm on
the hardware platform and improves development efficiency.
In fact, during the work from the HIL simulation to the real
flight test, it only needs to take a few times of debugging
work. In the real flight experiment, we used DJI’s Tello
platform, and the video was sent back to a laptop. The
perception and control algorithms run on the laptop with

Fig. 5. Trajectories of the intruder and interceptor

Fig. 6. HIL experiment process. The first picture is the experimental scene
of HIL. The second to fourth pictures are the interception process.

an Intel Core i7-7700 (2.80 GHz) processor and a QUAD
M1200 (640 CUDA) graphics card. The flow of the system
used in the experiment is shown in Fig. 7.

1) Perception network: For fast and accurate detection
and visual tracking, we optimized two excellent networks
and combined them in tight coupling. We made the detection,
Human Machine Interface (HMI), and the tracking part into
a pipeline called Drone Perception Network (DroPNet). The
structure of DroPNet is shown in Fig. 8. For target detection,
we employed the structure of YOLO-v3 [19] as the first part
of DroPNet. We built a drone database to retrain DroPNet.
The image of the database came from the video stream col-
lected by Tello’s forward camera as well as the images from
the Internet. The targets in the database were characterized by
diverse perspectives, substantial environmental differences,
different acquisition equipment, and various drone models.

The second part of DroPNet is the HMI. HMI is mainly
used to confirm intercepted objects from candidate targets.
This will reduce the error rate and prevents AI from causing
uncontrollable damage. In addition to displaying the first-
person view of the interceptor in real-time, the HMI also
has the function for the operator to select the target and
emergency landing interceptor actively.

To track the target in real-time, we introduced DaSi-
amRPN [20] as a benchmark. DaSiamRPN has shown su-
perior performance in many scenarios. However, redetection
after the target being out of the visual field is a difficult
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Fig. 7. The relationships among perception network, control algorithm,
and hardware platform. The software receives the drone state acquired by
IMU and image and gives the command after processing. The perception
network works at 20 Hz and the controller works at 100 Hz. Two processes
asynchronously update shared memory to implement interprocess commu-
nication.

Fig. 8. The structure of DroPNet. The input of DroPNet is a video stream
and the output is the bounding box of the target.

problem for target tracking, and DaSiamRPN is no exception.
We introduce the forward channel to form a tight coupling
with the first two parts of the DroPNet. When the target
is lost, expand the search range of the previous step of the
tracking process, and use the detection method of the first
part of DroPNet to regain the intruder’s position.

To train DroPNet, we collected and labeled 5,000 images.
The data set was divided into a training set, a valid set, and a
test set according to 4000:500:500. After 2000 iterations, the
average IOU of the test set was 75.23%. For the 960×720
resolution video stream collected by Tello’s forward-looking
camera, DroPNet’s processing speed is 21.3fps.

2) Interception experiment: We did three sets of exper-
iments with intruder speeds of 0, 1m/s, and 2m/s. The
experimental parameters were slightly modified on the basis
of Table I. The image tracking error changed with time is
shown in Fig. 10. At the beginning of the experiment, the
intruder was 20 meters away and the interceptor takes off
immediately. After confirming the intruder, the interceptor
approached the intruder at 5m/s and successfully intercepted
it. It can be seen that when the intruder made an unexcepted
action, image tracking error increased. Otherwise, the image
tracking error always converges to zero. The image tracking
error moves near the center of the image.

V. CONCLUSION

In this paper, an interception algorithm based on IBVS
is designed. The system can track an intruder steadily and

Fig. 9. Flight experiment process. The scenes of the three moments of
the interception process were captured. The above three pictures are scenes
taken from the ground, and the following three pictures are the first-person
view of the interceptor with the bounding box given by target tracking.

Fig. 10. Image tracking error with respect to time and error walking in
the image plane in a flight experiment

implement the interception rapidly. The application of multi-
copter to intercept intruder provides an airborne solution for
anti-drone systems. This method relies on the resolution of
the camera and is difficult to detect for objects too far away.
In future work, we plan to improve perception capabilities.
When the intruder enters the visual sensor network, the
surveillance system can obtain its approximate region. In
response to the situation of multiple intruders at the same
time, a distributed interception strategy will also be taken
into consideration.
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